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Security on the Internet: 

Spyware and Adware

Spyware and Adware are very similar.  They are both pieces of software that a person inadvertently downloads and installs usually by opening an email attachment, downloading other software, from attachments in an instant messenger service or by using a misconfigured Internet browser.

Spyware

Relays personal information to a central location. At its most innocuous, it relays information about your browsing habits for marketing purposes; at its worst it sends your personal information (passwords, social security numbers, etc.) for the purpose of identity theft.

Adware

Is software that displays advertisements (often lots of advertisements) based on your browsing habits.

What Can I Do?

· Don’t open attachments or email from people you don’t know

· Only download and install software from sites you know and trust, never download anything if you don’t know exactly what it is.

· Don’t click on links inside popups.

· Make sure your browser is up to date and security is set to at least medium.

· Install antispyware software such as Spybot from http://www.safer-networking.org/, Ad-Aware from www.lavasoftusa.com and/or Counterspy from http://www.sunbelt-software.com/CounterSpy.cfm if you suspect you have something on your computer.  Never download antispyware software from a popup ad.
· If you do install antispyware software, update it constantly.

What if it’s Too Late?

· Disconnect from the internet immediately

· Scan your entire computer with fully updated anti-virus software
· Report unauthorized accesses to your ISP
· If you suspect that any of your passwords have been compromised, call that site's company immediately and change your password
Phishing and Pharming

Phishing

“We suspect an unauthorized transaction on your account. 
To ensure that your account is not compromised,
please click the link below and confirm your identity.” 
“During our regular verification of accounts, we couldn’t verify your information.
Please click here to update and verify your information.”
Phishing is the act of sending an e-mail to a user falsely claiming to be an established legitimate enterprise in an attempt to scam the user into surrendering private information that will be used for identity theft. The e-mail directs the user to visit a Web site where they are asked to update personal information, such as passwords and credit card, social security, and bank account numbers, that the legitimate organization already has. The Web site, however, is bogus and set up only to steal the user’s information.

Pharming

Is phishing on a grander and much sneakier scale.  Pharming uses software to misdirect someone to a false website, even if that person has typed in the correct address. 

What Can I Do?

· If you get an email or pop-up message that asks for personal or financial information, do not reply. And don’t click on the link in the message, either.

· Use anti-virus software and a firewall, and keep them up to date.

· Don’t email personal or financial information.

· Review credit card and bank account statements as soon as you receive them

· Be cautious about opening any attachment or downloading any files from emails

· Forward spam that is phishing for information to mailto:spam@uce.gov and to the company, bank, or organization impersonated in the phishing email

· If you believe you’ve been scammed, file your complaint at ftc.gov, and then visit the FTC’s Identity Theft website at http://www.consumer.gov/idtheft.

Viruses, Worms and Trojan Horses

Viruses, worms, and Trojan Horses are all malicious programs that can cause damage to your computer, but there are differences between the three, and knowing those differences can help you to better protect your computer from harm.

Virus

is software that is planted in your computer to damage files and disrupt your system.  It is important to note that a virus cannot be spread without a human action, (such as running an infected program) to keep it going.  People continue the spread of a computer virus, mostly unknowingly, by sharing infecting files or sending e-mails with viruses as attachments in the e-mail.

Worm

is similar, but unlike a virus, it has the ability to travel without any help from a person.  A worm takes advantage of file or information transport features on your system, which allows it to travel unaided. The biggest danger with a worm is its ability to replicate itself on your system, so rather than your computer sending out a single worm, it could send out hundreds or thousands of copies of itself, creating a huge devastating effect.

Trojan Horse

at first glance will appear to be useful software but will actually do damage once installed or run on your computer.  Those on the receiving end of a Trojan Horse are usually tricked into opening them because they appear to be receiving legitimate software or files from a legitimate source.  Trojans are also known to create a backdoor on your computer that gives malicious users access to your system, possibly allowing confidential or personal information to be compromised. However, Trojans do not reproduce by infecting other files nor do they self-replicate.

What Can I Do?

· Don’t open attachments or email from people you don’t know

· Only download and install software from sites you know and trust, never download anything if you don’t know exactly what it is.

· Don’t click on links inside popups.

· Make sure your browser is up to date and security is set to at least medium.

· Run firewall and antivirus software and update it constantly.

Zombie Network

Spammers may be using your computer to send unsolicited — and possibly offensive — email offers for products and services. Spammers are using home computers to send bulk emails by the millions. Indeed, computer security experts estimate that as much as 30 percent of all spam is relayed by compromised computers located in home offices and living rooms, but controlled from afar.

How Would I Know?

·  Do you receive emails accusing you of sending spam?

· Are there email messages in your “outbox” that you did not send?

· Is your computer using more power than it has in the past to run the same programs?

What Can I Do to Prevent it?

· Use anti-virus software and keep it up to date

· Be cautious about opening any attachment or downloading any files from emails you receive

· Use a firewall to protect your computer from hacking attacks while it is connected to the Internet

What if it’s Too Late?

· Disconnect from the Internet immediately!
· Scan your entire computer with fully updated anti-virus software
· Report unauthorized accesses to your ISP
· If you suspect that any of your passwords have been compromised, call that site's company immediately and change your password
Identity Theft

Identity theft occurs when someone uses your personal information such as your name, Social Security number, credit card number or other identifying information, without your permission to commit fraud or other crimes.

What Can I Do?

· Contact the fraud departments of each of the three major credit bureaus. Tell them to flag your file with a fraud alert including a statement that creditors should get your permission before opening any new accounts in your name.

· Ask the credit bureaus for copies of your credit reports. Credit bureaus must give you a free copy of your report if it is inaccurate because of fraud. Review your reports carefully to make sure no additional fraudulent accounts have been opened in your name or unauthorized changes made to your existing accounts. In a few months, order new copies of your reports to verify your corrections and changes, and to make sure no new fraudulent activity has occurred.

Equifax 800-685-1111 800-525-6285 www.equifax.com
Experian 888-EXPERIAN (397-3742) 888-EXPERIAN www.experian.com
Trans Union 800-916-8800 800-680-7289 www.tuc.com
· Contact the creditors for any accounts that have been tampered with or opened fraudulently. Ask to speak with someone in the security or fraud department, and follow up in writing. Following up with a letter is one of the procedures spelled out in the Fair Credit Billing Act for resolving errors on credit billing statements, including charges that you have not made.

· File a report with your local police or the police in the community where the identity theft took place. Keep a copy in case your creditors need proof of the crime

· File a complaint with the FTC by contacting the FTC's Identity Theft Hotline by telephone: toll-free 1-877-IDTHEFT (438-4338); TDD: 202-326-2502; by mail: Identity Theft Clearinghouse, Federal Trade Commission, 600 Pennsylvania Avenue, NW, Washington, DC 20580; or online: http://www.consumer.gov/idtheft. Ask for a copy of ID Theft: When Bad Things Happen to Your Good Name, a free comprehensive consumer guide to help you guard against and recover from identity theft.

Security Products

There are so many different kinds of security products available it can be overwhelming.  These are the basics

Antispyware Software or Cleanup Software

The software you use to find and cleanup programs that have already been installed.

Antivirus Software

Anti-virus software scans incoming communications and files for troublesome files.
Firewall Software

A firewall helps make you invisible on the Internet and blocks all communications from unauthorized sources. It's especially important to run a firewall if you have a broadband connection.

What Does that Mean?

· Antivirus software is not the same as a firewall and yes, you should have both

· Many ISPs and computers now include this software.  Check what your Internet Service Provider gives you, what is on your computer, and what the settings are.

· There is a large variety of free and low cost anti-virus and firewall software available.

· No one program is the best.  Some are better than others for different threats.  You can run more than one program at one time.

· To stay current on what is most effective at any given time, you may want to review some of the different computer and consumer magazines, either at home, in the library, or through InfoTrac.

Update your software constantly!

Basic Things To Remember

· Never give personal information through email or pop-ups

· If you have any doubts about a download, a website or an email – don’t open it or download it

· Use antivirus software AND a firewall

· Keep your software up to date!
· Back up your important files

· Use passwords that are difficult to guess

· Take action immediately if you notice a problem

Where Do I Go for More Help?

   http://www.ftc.gov/infosecurity/
http://www.consumer.gov/idtheft/
http://www.lbl.gov/ITSD/Security/systems/firewall

 HYPERLINK "http://www.lbl.gov/ITSD/Security/systems/firewalls.html" \t "_parent" s.html
http://www.fbi.gov/publications/pguide/pguide.htm
http://www.cybercrime.gov/
Broward County Libraries have many books about computer security that can help you if you get into trouble.  Try the catalog or ask one of the librarians for help finding a book that can help you..
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